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THE RETURN OF THE
L OOP

ATM FRAUD UPDATE

By : Ted Nicholas, CFE, CFS
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This also appiesto fraudulent activity and

typologies. The Lebanese Loop Isno exception.

The variation in thisinstanceisin the method d
Social Engineenng utilized aswe shall examine.
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Attempts at a dsguise also remains gandard.
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A blatant disregard fior the survall ance
camerals srown.
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Enter the UnsuspedingieuSiomer:.
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His card has been captured. Observethe ciilssie
behind him.
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Concenned,0/a” the factitijat nis candiiesIoeEy
capturg ‘mﬁ'catesthat she s a baikerrad erier
, teleal]ilaeldenk to have the situationkectified.
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*he customer Is evan given the cél to talk to the
bogus card centre representative




e willi ngly accepts the cél phone and follows the
Instructions given to him by the individual on the other end.




The instructions call for the austomer to dsclose his
PIN so that the card centre representative can
r eactivate the machine.




T 'he customer discloses his PIN to the individual and
fioll ows the instructions howeve the card doess not ged.
Heisthen aavised to colled it tomorrow morning.




Thefraudulent act is complete when the card is retrieved.
Armed with the austomer’s PIN withdrawals could then be
made.




There sNEVER an
occaslon that would

require you to disclose
your PIN to anyone.




